
The Trustwave Distinction
We help tens of thousands of organizations—financial institutions, large and small retailers, global 
electronic exchanges, educational institutions, business service firms and various government agencies—
secure their critical information. With offices throughout North America, South America, Europe, 
the Middle East, Africa, Asia and Australia, Trustwave delivers information security and compliance 
management solutions to organizations throughout the world. When you choose Trustwave, you 
receive unique security solutions, experience and expertise provided by a global leader in compliance 
management and information security—with knowledge and methods you cannot find anywhere else.

Experience•	 —Trustwave has helped tens of thousands of organizations identify and implement data 
security and compliance management solutions to best fit their needs. Our staff’s unique blend of 
security experience in the private and public sector—including the National Security Agency (NSA), 
US Secret Service, Department of Justice (USDOJ) and leading data security firms—allows us to tailor 
technology and services to your organization’s particular requirements.

Expertise•	 —We understand the nuances of industry and regulatory compliance. With this expertise, 
we guide you toward and validate your compliance with the Payment Card Industry Data Security 
Standard (PCI DSS), HIPAA, SAS-70, GLBA, ISO 27002 (formerly 17799) and other standards and 
regulations.

Innovation•	 —Trustwave’s innovative approach to Web-based solutions makes the path toward 
compliance practical and efficient. Our proprietary security appliances integrate vulnerability 
identification and intrusion detection or prevention into a single appliance for asset-centric, self-
tuning intrusion detection and prevention systems (IDS/IPS). In addition, as a Certificate Authority 
(CA) we issue the next generation in SSL certification—Extended Validation (EV) SSL certificates—
along with traditional SSL certificates.

Reputa•	 tion—Trustwave is a leader in PCI DSS compliance management. More banks trust 
Trustwave than any other Qualified Security Assessor (QSA) to ensure the compliance of their 
merchants with the PCI DSS.

Our Mission is Clear
Protect and secure your IT environment•	
Facilitate your compliance with industry and regulatory standards•	
Respond to your data security and compliance needs quickly and reliably•	
Enhance your organization’s operations•	
Provide you with access to 24x7x365, multi-lingual support•	

Trustwave® 
TrustKeeper combines the critical 
components of information assurance—
standards, policy, technical assessment 
and compliance—into an intuitive solution 
that is customizable to your needs.
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We help organizations around the world protect  
the confidentiality, integrity, and availability of  
their critical information and systems.



Security & Compliance Solutions
Deployed separately or in tandem, our solutions fit any organization’s information security or compliance management needs.

TrustKeeper®

Compliance Validation Services•	

Vulnerability Scanning•	

Penetration Testing•	

Portal-based PCI Self-assessment Questionnaire•	

TrustKeeper is a Web-based, state-of-the-art vulnerability assessment and compliance management 

solution that combines the critical components of information assurance (standards, policy, compliance 

and audit) into a single, easy-to-use solution. Tens of thousands of organizations rely on TrustKeeper to 

manage and validate their compliance with a variety of regulations such as the Payment Card Industry 

Data Security Standard (PCI DSS) and numerous other industry and regulatory mandates.

Risk ProfilerSM

Web-based Risk Assessment

Risk Profiler is a Web-based solution for banks, acquiring institutions and enterprises to assess and 

manage the risk of their merchants or outlets. Risk Profiler links seamlessly with TrustKeeper to introduce 

merchants to the PCI DSS and facilitate their compliance.

Managed Security Services
Secure E-mail•	

Network Security Monitoring•	

Unified Threat Management (UTM)•	

Internal Vulnerability Scanning (IVS)•	

Intrusion Detection (IDS)•	

Intrusion Prevention (IPS)•	

Firewall•	

Encryption•	

Trustwave’s managed security services enable you to upgrade your organization’s network environment to 

include best-of-breed security solutions while avoiding the strain of maintaining or acquiring your own in-

house security staff. With our managed security services, organizations of any size benefit by lowering the 

internal costs associated with information security management, monitoring and support.

Trusted CommerceSM Program
Extended Validation (EV) SSL Certificates•	

Traditional SSL Certificates•	

Payer Authentication•	

Trusted Commerce Seal•	

Trustwave’s e-commerce security program secures vital business data such as cardholder data and other 

sensitive consumer information on the Internet. We issue both traditional SSL certificates and the next 

generation in SSL certification—Extended Validation (EV) SSL certificates. EV SSL certificates provide 

greater visibility of a Web site’s security by shading a visitor’s browser bar green. With the Trusted 

Commerce program you also receive the Trusted Commerce seal to indicate that information (including 

cardholder data) transmitted or processed through your Web site is done so in accordance with best 

security practices. 

Application Security
Payment Application Best Practices (PABP)•	

Application Code Review•	

Trustwave Application Security services ensure that your applications are secure and compliant with the 

latest regulatory and industry standards—including PABP. The service includes a thorough evaluation of 

the operations, technology, controls, policies and procedures related to your application.  

Incident Response Numerous organizations have counted on Trustwave Incident Response services to respond to security 

compromises and conduct computer forensic investigations. As part of an investigation, Trustwave will 

identify the party or parties responsible for theft of intellectual property, validate allegations of employee 

misconduct, identify network intruders, assist in recovering losses, validate copyright infringement claims 

and provide electronic discovery and civil litigation support.

TrustMinderSM

Web Content Scanning

TrustMinder, an automated content-monitoring solution, ensures Internet commerce conforms to 

regulatory, industry and proprietary standards. Utilizing an automated scanning engine and a multi-phase 

methodology, TrustMinder scans, inventories and analyzes Web site content including linked sites.

VendorTrustSM

Partner Compliance Management

VendorTrust, an automated evaluation solution, assesses the security posture of all the external entities 

connected to an organization’s network, verifying compliance for organizations required to meet industry 

or regulatory standards.

Regulatory Compliance Suite
SOX•	

SAS-70•	

HIPAA•	

GLBA•	

ISO 27002 (formerly 17799)•	

FISMA•	

To help businesses, federal agencies and other organizations meet various regulatory requirements, 

Trustwave has developed industry-specific solutions to make compliance conceivable and attainable. 

Trustwave’s regulatory compliance services are powered by TrustKeeper.

Security Consulting Our data security experts will work with your in-house staff to perform penetration tests on your systems, 

develop information security policies and procedures, design security architecture, perform gap analyses 

or procure, configure and implement security appliances on-site.

Intrusion Prevention System (IPS) Our proprietary Intrusion Prevention System (IPS) integrates vulnerability scanning and intrusion preven-

tion technology into a single appliance to provide asset-centric, self-tuning intrusion prevention that 

significantly reduces false positives.
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